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The Toolkit  
The LSN is initiating a cyber security toolkit that 
will provide the members with security awareness 
training, tips and tricks and monthly tid-bits on key 
cybersecurity trends for the protection of information.

November Security Tip 

Login Security is an access control that prevents 
unauthorized access to accounts and data.  
This is a top concern when working remotely. 

Login Security involves using various methods 
of multi-factor authentication (MFA) to verify the 
identities of users.

Building off the last tid-bit, Login Security involves  
more than just a strong password protection policy.

LIMIT LOGIN ATTEMPTS

Locking out accounts after a 
number of failed attempts helps 
protect unauthorized users.

LIMIT SESSION LENGTH 

Set thresholds for active sessions 
and the requirement to reenter 
passwords and verification via MFA.

PASSWORD RESET 

Reducing the ability to reuse 
passwords when resetting them.

MULTI-FACTOR AUTHENTICATION

Require users to provide more than  
one additional piece of information 
to verify their identity which could 
include facial recognition, voice 
recognition or fingerprint scanning
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